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The Cloud was made for APIs 

Bartłomiej Zass, Microsoft CEE 



“API Economy”

Cloud Hybrid IT 

Mobile 

Big data 

IoT 

Microservices 

http://www2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-fsi-api-economy.pdf














{ 
    id: "123", 
    licensePlate: "WE123123", 
    owner: { 
        name: "Jan Kowalski" 
    } 
} 



{ 
  "$schema": "http://json-schema.org/draft-04/schema#", 
 
  "definitions": { 
    "address": { 
      "type": "object", 
      "properties": { 
        "street_address": { "type": "string" }, 
        "city":           { "type": "string" }, 
        "state":          { "type": "string" } 
      }, 
      "required": ["street_address", "city", "state"] 
    } 
  }, 
 
  "type": "object", 
 
  "properties": { 
    "billing_address": { "$ref": "#/definitions/address" }, 
    "shipping_address": { 
      "allOf": [ 
        { "$ref": "#/definitions/address" }, 
        { "properties": 
          { "type": { "enum": [ "residential", "business" ] } }, 
          "required": ["type"] 
        } 
      ] 
    } 
  } 
} 

{ 
  "shipping_address": { 
    "street_address": "1600 Pennsylvania Avenue NW", 
    "city": "Washington", 
    "state": "DC" 
  } 
} 

{ 
  "shipping_address": { 
    "street_address": "1600 Pennsylvania Avenue NW", 
    "city": "Washington", 
    "state": "DC", 
    "type": "business" 
  } 
} 

http://json-schema.org/shared.html  

http://json-schema.org/shared.html
http://json-schema.org/shared.html
http://json-schema.org/shared.html












Azure App Continuum 

Microsoft Azure Regions 

(azure.microsoft.com/regions) 

Container 

Service 

 

 

Containers 

Service Fabric 

 

 

 

Cloud scale 

Microservices 

Azure 

Web/API/Mobile 

Apps 

PaaS Web/API/mobile 

back-ends 

Control/Responsibility                  Standardization/Productivity 

Logic Apps 

 

 

Orchestration 

API/workflow 

driven apps 

Function 

Apps 

Serverless 

Apps 

azure.microsoft.com/overview 

Serverless PaaS 

API Façade 
Documentation, Rate Limiting, Dev Portal, Analytics, Security, Packaging, … 

Web sites Mobile back-ends 



Azure App Service 
 
 

 

 

 

 

 

 



App Service Core Capabilities 
All features and capabilities are shared across all of App Service application (Web, Mobile, Functions and API) 

Enterprise grade 
Designed for secure mission-critical applications 

Fully managed 
Optimized for Availability and Automatic scale 

Built for DevOps 
Agility through Continuous Deployment 

Premium Tier  

App Service Environments 

Hybrid Connections / VPN Support 

Scheduled Backup 

Azure Active Directory Integration  

Site Resiliency, HA, and DR 

Role Base Access Control  

Audit / Compliance  

Enterprise Migration 

Client Certs  

IP Restrictions/ SSL 

Dedicated IP address IP / NSG 

Web Sockets 

WW Datacenter Coverage 

Automated Deployment 

AutoScale 

Built-in Load Balancing 

WW Datacenter Coverage 

End Point Monitoring & Alerts 

WildCard Support 

HTTP Compression  

WebJobs 

Sticky Sessions 

OS & Framework Patching   

Auto-Healing 

Local Cache 

Init Module 

Per Site Scaling 

Easy Auth 

 

Remote Debugging w/ Visual Studio  

Site Staging Slots /Preview 

Traffic Routing 

Continuous Integration/Deployment  

Git/ Hub, Visual Studio Team Services 

App & Site Diagnostics 

Site Extensions/  Gallery  

NET, PHP, Python, Node, Java, Go 

Framework Installer 

Browser-based editing 

Logging and Auditing  

Admin-Site 

Support Portal 

Web Jobs / SDK 1.1 

Recommendation Engine 

Site Cloning 



App Service Plans & Apps 

Shared pool 

 

App Service Plan 1 

SKU x 

App Service Plan 2 

SKU Y 

Web App 1 

2x P2 

Web App 2 

4x P2 
Web App 3 

4x P2 



App Service Plan 

Host on an App Service Plan 

S1 instance 

app app app 

Real VM 

S1 instance 

app app app 

Price tier: Standard 

Compute Resource: S1  

Scale: 2 

Apps: running 3 apps 

Real VM 



App Service Plan 

Scale-Up 

S2 instance 

app app app 

Real VM 

S2 instance 

app app app 

Price tier: Standard 

Compute Resource: S2  

Scale: 2 

Apps: running 3 apps 

Real VM 



App Service Plan 

Scale-Out 

S2 instance 

app app app 

Real VM 

S2 instance 

app app app 

Price tier: Standard 

Compute Resource: S2  

Scale: 3 

Apps: running 3 apps 

Real VM 

S2 instance 

app app app 

Real VM 



•

•

•





New metrics also allow 
scale up and scale down 
rules 

 







Canadian 
Broadcasting 
OBJECTIVES 

Provide real-time results of Canadian 

election at very high scale 

(nationwide). While keeping the 

experience for mobile and desktop 

devices responsive and impressive 

 

TACTICS 

Using App Service Environment to 

(auto) scale across 3 different geo-

regions and utilize (peak time) close to 

1300 cores. Used App Service apps to 

provide API, Web and Mobile 

experiences  

 

RESULTS 

Successfully served 3.6 billion requests 

over six hours, at a peak of 800K RPS. 



30 

Digame Mobile 

OBJECTIVES 

Support Live TV with online voting 

Provide rich experience, allowing customers to 

vote, purchase songs, view standing via Mobile 

and Web 

 

TACTICS 

Cloud-based web and mobile apps running on 

App Service, connecting to backend production 

systems  

Auto-scale for peak times 

 

RESULTS 
Scalable solution supporting very large number 

of voters 

Added real-time feedback to production 





ASE roles 

App Service Environment 

Front Ends 

Worker Pool 1 

Worker Pool 3 

Worker Pool 3 

Front Ends: 

• HTTP endpoints 

• Distribute requests to workers 

 

Worker Pools: 

• Host the actual apps 

• Can have up to 3 pools of 

workers 

• Can use sizes of P1 through P4 

• Can have up to 50 workers 
 



In an ASE you control: 
 Quantity of Front Ends 

 VM size used for Front Ends 

 Quantity of Workers in each Worker Pool 

 VM size used for each Worker Pool 

 Quantity of IP addresses that can be used by individual apps 



Do you need…. 

Network Isolation? 
Network level control on inbound or outbound traffic 

Very large scale? 
Can scale up to 50 instance 

More powerful workers? 
Can leverage P4 VMs:  8 Cores / 14 GB RAM 

More disk space? 
Can have up to 500GB of storage 



Tenant isolation 
Front-end pool isolated to a single customer 

Network isolation 
Internal apps in corporate network 

WAF (vs Multi-tenant options with IP filtering IIS level) 

Public facing apps with VNET integration to backends on Azure or on-premise 

Scale 
Spikes over and beyond what multi-tenant App Service can offer 

Continuous high load 

Dedicated front-end load balancer layer 

Bigger machine sizes 

 



Front Ends: 

 Are the HTTP endpoints 

 Perform HTTPS decryption/encryption 

 Work with the database to send traffic to the correct 
workers 

Primary resource consumed is normally memory 

BUT 

If handling many HTTPS requests, may need more CPU 



Monitor CPU 

Monitor memory 

Plan ahead for periods of high load 

 

Scale out and don’t scale up – Add more, not bigger 



As with worker pool, autoscaling can be done on: 

 Scheduled times of day/week 

 Based on performance metrics 

 Fixed date (one time) 



• ExpressRoute: Enterprise class VPN solution set up 
with a telco 

• Site to site (S2S): Network to network VPN 

• Point to site (P2S): Host to network VPN 



On Premises 

 

 

 

 

 

 

ASE high level network 

Internet 

 

 

 

 

 

 

Azure Virtual Network 

App Service Environment 

 

 

 

 

 VIP 

subnet 

Site to Site or ExpressRoute VPN 



• Access Control List (ACL) rules to Allow/Deny traffic 

• Applies to incoming/outgoing traffic 

• Assign NSG to subnet ASE 

• Default set of rules assigned when creating new 
NSG 
• Cannot be removed, only overwritten 

• By default, ASE does not have NSG assigned 



An ASE can be deployed with either an: 



Scenario: Web Application Firewall 

Azure Virtual Network 

Azure   

LB 

App Service Environment 

 

 

 

 subnet 

 

ILB 

Internet 

 

 

 

 

 

 

Web Application Firewall 

(IaaS) 



On Premises 

 

 

 

 

 

 

ILB ASE – Intra-net app 

Azure Virtual Network 

App Service Environment 

 

 

 

 subnet 

Site to Site or ExpressRoute VPN 
 

ILB 



ILB ASE – 2 tier application 

Internet 

 

 

 

 

 

 

        Azure Virtual Network 

App Service Environment 

 

 

 

   VIP subnet 

App Service Environment 

 

 

 

 subnet 

 

ILB 









Automate business 
processes in the cloud 
with Logic Apps 



 

Visual designer based on declarative language 

Stock library of SaaS and format connectors 

Leverage Azure Functions as custom steps 

Invoke with a timer and Web hooks 

Scalable runtime  











Response 

SplitOn 

Retry 

Scopes 

Conditionals 

Repeating / iterating over list 

Do…until 

… 



Azure 







• Cloud-scale Event Handlers in no time 

• Composing cloud apps becomes simple 

• Scales to demand & pay for what you use 

 

• Develop in: 
C#, Node.js, Python, PHP,  and more  

• Schedule event-driven tasks across 
services 

• Expose Functions as HTTP API endpoints 

• Fully Open Source  

• Running on Serverless Infrastructure 

 



Develop 

Develop Locally 

Input Binding 

Azure Services 

Execute 

App Services 

Hosting Plans 

Output Binding 

Azure Services 

Trigger 

Web  

Hooks 

Azure Services 

Monitor and Improve 









On-prem APIs 3rd party APIs 

AZURE API MANAGEMENT 

APIs on Azure Azure APIs 

API consumers 



APP DEVELOPERS 

APPS 

API PUBLISHERS 

Hosted anywhere. 

 

Developed using any 

technology. 

BACKEND 

APIs 
DIRECT OR 

VPN 

Publisher portal 

Gateway 

Developer Portal 







http://aka.ms/apimroadmap 





App Service

Logic Apps

Azure Functions

http://aka.ms/apimdocs

http://aka.ms/askapim

http://aka.ms/apimblog
http://aka.ms/apimroadmap

http://aka.ms/apimwish

https://azure.microsoft.com/en-us/documentation/services/app-service/
https://azure.microsoft.com/en-us/documentation/services/logic-apps/
https://azure.microsoft.com/en-us/documentation/services/logic-apps/
https://azure.microsoft.com/en-us/documentation/services/logic-apps/
https://azure.microsoft.com/en-us/documentation/articles/functions-create-first-azure-function/
https://azure.microsoft.com/en-us/documentation/articles/functions-create-first-azure-function/
http://aka.ms/apimdocs
http://aka.ms/askapim
http://aka.ms/apimblog
http://aka.ms/apimroadmap
http://aka.ms/apimwish


bzass@microsoft.com
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net.developerdays.pl 
@DeveloperDaysPL 
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